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From the MRA Resource Center


Termination of Access Checklist
NOTE TO EMPLOYER: This sample checklist can be used to document the removal of access privileges to computer systems and physical locations. This should be modified to fit the needs of your organization.

	Name of Employee:


	Title:

	Department:


	Location/City/State:

	Reason for termination of access privileges:

	· No longer employed

	· Access privileges no longer appropriate

	I.T. department, consider all termination notices confidential.  
Access privileges must be revoked by:

Date:

Time:

	Checklist:  Administrative Procedures

	· 
	Deleted from information systems access lists

	· 
	Forward calls, emails, and other messaging to appropriate contact

	· 
	Provide file access to manager, supervisor, or appropriate person

	Checklist:  Physical Access to Buildings, Offices, Equipment

	· 
	ID Badge

	· 
	Access codes (i.e. biometric access, network access, remote access, email access etc.)

	· 
	Keys, Fobs, cards, etc.

	· 
	Mobile device

	· 
	Laptop, iPad, etc.

	· 
	Locks changed—entryways, desk, files, etc. (check if this is a necessary safeguard)

	Checklist:  Technical Access to Information Systems

	· 
	User account and access privileges revoked

	Signature:

Printed Name:
	Date:

Time:


This sample document is only an example and is based on the laws in effect at the time it was written. MRA-The Management Association, Inc. does not make any representations or warranties regarding the appropriateness or prudence of using this information for any particular individual or situation. Your company should add, delete, or modify the content of this document as needed to suit your purposes. This material is for your information only and should not be construed as legal advice. In some circumstances it may be advisable to have legal counsel review final documents prior to implementation. 
For further assistance call or visit www.mranet.org, © MRA – The Management Association, Inc. 
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